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1CRL

1CRL = abstract datatypes + process algebra
e ADT: constructors + maps + equations
e Process algebra: ACP style

Most intriguing construct: Y - potentially infinite choice.

Example from Security Protocols:

Alice || Intruder(K)

( Z recv(m) < protowl(m)) | ( Z send(m) < synthesize(m, K))

m m

Techniques: Term rewriting + enumeration (= narrowing?)

(enumerate m such that protocol(m) A synthesize(m, K))
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Verification in the ©uCRL toolset

System specification
(muCRL spec)

- (static analysis + theorem proving)
Compilation  Optimization

’/\ Unused variables

| ntermediate symbolic format e Invariants
(linear process) Anaysis Confluence

i Generation

Model Checking

Finite state space — \/isualization
(labelled transition system) Analysis

Equivalence
Minimization
(graph agorithms)

Fight State Space Explosion!
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Linear Process Equations

First, a uCRL specification is linearized.

(this step eliminates || and - at the expense of adding data)

A linear process has the form:

P(

X

)

_|_
_|_

Zg"al(f? g) ) P(.gl(fa 37)) < bl(fa 37)

D7 -0n

(fa 37) ) P(.gn(_)a g)) < bn(fa 37)

Here X is the state vector, containing state variables of all

components + program counters. a; are actions, b; Boolean

guards, g; next states, and ¥ are local choice parameters.

Advantage: simple structure + relatively succinct

Symbolic state space reductions are LPE transformations.
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Symbolic Optimizations
e Constant propagation, Resetting dead variables

e Dead code elimination, tau-confluence reduction

I is an invariant for all summands:

/\vx T) A bi(Z,5) = 1(9:(Z, 7))

Summand ¢ commutes with j (for confluence reduction):

VT 2 bi(Z) A bj(T) = b (9i(Z)) A bj(9i(F)) A g(9i(Z)) = 9i(9;(7))

/ 5&? Invariant generation / checking

900 00 : .
Confluence detection by theorem proving
bj \\ ,/ bi

(6= 6100) Confluence reduction on the fly (av0|d Ioops.)

= Parallellization of theorem prover 77
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On-the-fly 7-Confluence Reduction

e After detecting some confluent 7 summands, we want on the fly:
— Give priority to confluent 7-steps
— Compress sequences of confluent 7-steps

e A concrete transition s —, t is transformed to s —, rep(t), where
rep(t) is found by Tarjan's SCC algorithm.

e Below: blue are visible steps, while green (visited) and red (not
visited) are confluent tau-steps

Z.
3 2

/\f]"
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Explicit state space generation
When symbolic reduction is exhausted, we start brute force
Generating state space is time consuming (narrowing!)
Hence: explicit generation + storage of full state space.
Various analyses can be performed without regeneration

Use distributed generation to scale in memory + time.

System specification Distributed algorithms

o Running on a cluster of machines
Compilation

Later: on NL/European Grid

Intermediate symbolic format

uu Generation
Model Checking

- L
Finite state space ———————®»  Visudization

M Analysis Equivaence
Graph minimization
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Distributed State Space Generation

Extra Functionality:

e on-the-fly verification of simple safety properties
(deadlock, occurrences of bad actions)

e debug traces for diagnostics
e on-the-fly confluence reduction

e search in time slices to find shortest schedules
(i.e.: barrier synchronization on special “tick” actions)

Conclusion:

e Scales up in time + memory (> 10°® transitions, 32 nodes)
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Distributed State Space Generation

ohtact v2.17.6

| abort H disconhect |

input file process parameters Segments
78 7]

explored visited transitions
340008 649416 2285880
total levels explored visited transitions

81 23578585 24228001 1092532686

SEQIment host fpid explored wisited transitions PE. WIRET FES SHE

o] single-32 12740 40338320 4042118 188EE84598 135m 123m BoE
zingle-21 2722 402TEED 4035988 18825227 129m 125m G445
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Distributed Generation with
On-the-fly 7-Confluence Reduction

e Strict breadth first exploration of the state space.
(only reason: shortest traces as counter example)

e As usual: states are allocated by a static hash function to nodes in
a network, who send each other batches of successor states.

e Actually, we send indices of states to avoid serialization overhead.

workers

<__>
pairs of
indices ,‘

A

1
! term lookup
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Single node Memory Footprint

We use the ATerm Library (CWI, SEN 1) to represent the state
space as one maximally shared forest.

Nice trick (JF Groote): arrange state vector as tree instead of list:

List arrangement: avg. %n list nodes duplicated t4 +— s4

(H—(©

Tree arrangement: logn list nodes duplicated.

U T~00O

./‘\@ N4
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Distributing shared terms?

The nodes send each other batches of new states to be explored.
Problem: ATerms are pointers, which are only locally meaningful.
Bad solution: serialization /deserialization for communication.

Our solution:

— Assign indices to states, only communicate indices
— Store term indices in a shared global database

— Exploit another tree-folding trick to avoid bottlenecks

Goal: a global unique bijection: States « {0,...,n}
(but avoid a database of size n)

Idea: Use the Cartesian structure of the state vector
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Shared global term databases

@ @ @ @ @ @ a @ Term Vector
@ @ @ @ @ @ @ @ (Lg?sz aftra;t:)isale cache)
) (1) =) (%)

Intermediate Databases
(global + local cache)

Top level database
only local !!

With perfect balancing: database ny; at level k£ has {/|S| states
Balancing can be improved by pairing/projecting the state vector
Several ad hoc tricks reduce communication overhead.

Most communication overhead only at the beginning!
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State Space Minimization

e \We have the following instances:
— Strong bisimulation reduction (Blom,Orzan)
— Branching bisimulation reduction (Blom, Orzan)

— 7-cycle elimination (Orzan, van de Pol)

e Algorithms:
— Partition refinement, based on “observable signatures” .

— The nodes synchronize in “rounds”

e Conclusion:
— it works in practice, memory usage is OK
— decent speedup for large enough examples

— result after minimization often fits in one machine
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Implications for GRID

Intensive inter-node communication

synchronized levels for BFS (can be relaxed),
and for partition refinement (essential?)

shared data base

need for persistent data storage

Implications for Interfaces

data enumeration is important (for open systems)
extensions for confluence/partial-order reduction needed

several symbolic optimizations are language specific.
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